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What does this document contain? 
 
This Privacy Policy (further mentioned as the “Policy”) determines how Wildberries Sp. z o.o. collects 
and handles the personal data of customers making purchases via ua.wildberries.pl website and 
mobile applications as well as the services and tools related to them. 
 

Changes to this document 
If we ever need to change this Policy, we will post those changes in the relevant section of our website 
https://ua.wildberries.eu/services/privacy-policy, and/or update our Terms of service accordingly. 
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Part I – General provisions 
 

§ 1 
Controllers 

1. The controller is an entity that determines the purposes and means of the processing of 
personal data. 

2. In the case of our websites the controller of users' data is the company that operates the 
website that you are using (further referred to as Wildberries) – Wildberries sp. z o.o. with its 
registered office in Poland, Warsaw (00-682), Hoza Street 86/210  

3. You can send any questions or concerns about our use of your personal data, using the 
following: 

a. by post:, Hoza 86/210, 00-682 Warsaw, Poland (Wildberries sp. z o.o.)  
b. By email: dpo@wildberries.eu 
c. via the  form on our site on our site or the relevant section of the application. 

§ 2 
How we process your personal data 

1. While providing you with our services and products (including but not limited to the website 
wildberries.eu and mobile applications) we collect a variety of personal data. Mostly we 
process personal data that you provide us yourself while creating an account, making a 
purchase, contacting us or participating in a contest, e.g. name and surname, email address, 
phone number, address and your order details. We also process data about your activities on 
our Website and information on your device including IP, cookie ID, information on your 
browser or operating system. We also may receive your personal data, e.g. payment details, 
from third parties, such as payment processing companies. 
 
Check the below table to see detailed information on the most common purposes for which 
we process customers' personal data: 

 

Purpose Categories of data Legal grounds 
Setting up your account Your name and contact details 

(email, phone number) 
Article 6(1)(b) of GDPR, 
namely performance of the 
agreement  

Processing orders Your name, contact and  
delivery details, purchase 
history and payment details 

Article 6(1)(b) of GDPR, 
namely performance of the 
agreement 

Delivering orders Your name, contact and  
delivery details, payment 
details 

Article 6(1)(b) of GDPR, 
namely performance of the 
agreement 

Providing customer service 
and support 

Your name and contact 
details, purchase history and 
payment details, your 
activities on our Website and 
mobile applications 

If you are our customer - 
Article 6(1)(b) of GDPR, 
namely performance of the 
agreement 
In other cases - Article 
6(1)(f) of GDPR, namely our 
legitimate interest 



 

 

Managing refunds and 
returns 

Your name and contact 
details, delivery details, 
purchase history and 
payment details, your 
activities on our Website and 
mobile applications 

Article 6(1)(b) of GDPR, 
namely performance of the 
agreement 

Sending service messages 
by text, e-mail or in app 
pushes, such as order 
updates 

Your name, contact and  
delivery details 

Article 6(1)(b) of GDPR, 
namely performance of the 
agreement 

Providing product and 
service updates 

Your name and contact details Article 6(1)(f) of GDPR, 
namely our legitimate 
interest consisting in 
maintaining a valuable 
customer relationship 

Securing our services and 
preventing fraud 

Your name and contact 
details, purchase history and 
payment details, date of birth, 
your activities on our 
Website, technical data 
regarding your device 
(including but not limited to 
IP, OS version, browser, 
sessions, pages visited and 
etc.), data contained in CCTV 
recordings 

Article 6(1)(f) of GDPR, 
namely our legitimate 
interest consisting in the 
maintenance of appropriate 
security  

Fulfilling obligations arising 
from tax and accounting 
regulations 

Your name, contact and  
delivery details, purchase 
history and payment details,  

Article 6(1)(c) of GDPR, 
namely our legal obligation 

Providing product 
recommendations 

Your name, contact details, 
purchase history and 
payment details, gender, your 
activities on our Website, 
technical data regarding your 
device (including but not 
limited to IP, OS version, 
browser, sessions, pages 
visited and etc.) 

Article 6(1)(f) of GDPR, 
namely our legitimate 
interest, consisting in 
marketing, or 6(1)(a) of 
GDPR, namely your consent 

Improving our website and 
applications to suit your 
liking 

Your name and contact 
details, purchase history and 
payment details, date of birth, 
your activities on our 
Website, technical data 
regarding your device 
(including but not limited to 
IP, OS version, browser, 

Article 6(1)(f) of GDPR, 
namely our legitimate 
interest consisting in 
improvement of our 
services 



 

 

sessions, pages visited and 
etc.) 

Navigating you to the right 
part of the store 

Your activities on our 
Website, technical data 
regarding your device 
(including but not limited to 
IP, OS version, browser, 
sessions, pages visited and 
etc.) 

Article 6(1)(f) of GDPR, 
namely our legitimate 
interest consisting in 
maintaining a valuable 
customer relationship 

 
Below in Part II you can find detailed information on how we use your data for marketing purposes. 
 

§ 3 
Personal data transfer and retention  

1. We do not sell or trade your personal data with any third party. However in the course of 
providing services to you we may share you data with the following categories of companies: 

a. Companies within Wildberries Europe (Wildberries sp. z o.o. and Wildberries s. r. o.); 
b. Companies that provide purchase processing services for us, such as payment service 

providers, warehouses operators, order packers, and delivery companies; 
c. Companies providing us electronic services, such as website and platform hosting, 

website security, SMS based verification, providers of IT systems and applications, 
social media providers; 

d. Professional service providers, such as marketing agencies, advertising partners, fraud 
prevention agencies, security service providers, call centres, IT support, administrative 
support, providers of marketing tools and services, accounting companies, law firms, 
auditors and advisors 

e. competent law enforcement body, regulatory, government agency, court or other 
third party where we believe disclosure is necessary as a matter of applicable law or 
regulation, to exercise, establish or defend our legal rights, or to protect your vital 
interests or those of any other person; 

f. to Companies approved by you explicitly.  
2. In general, we process your personal data inside the EEA area. But we can also store or transfer 

it to other locations throughout our supplies or companies that provides services to us 
operate, e.g. social media entities. There are locations that are not providing the same level of 
personal data protection as in the EEA. If we transfer your personal data to such locations we 
will ensure that all requirements under GDPR are met for such transfer. We will conclude 
standard data protection clauses adopted by the Commission (available here) with entities to 
which the data is transferred, or we will transfer personal data to entities that are certified in 
the Privacy Shield Framework.  

3. We retain your data for as long as it is needed to provide you our services and fulfil our 
agreement with you. You can terminate your account any time via the special contact form on 
our site. We will delete all the data we have stored regarding you.  We may still keep some 
pieces of your personal data even after you terminated your account when we have legitimate 
business need to do so (e.g. to prevent fraud and abuse, to exercise or defend against legal 
claims) or when we are required to do so by law (e.g. to comply with applicable legal, tax or 
accounting requirements for the period required by these regulations) as long as the law 
allows us. In such cases the relevant data will be blocked for further processing, meaning  only 



 

 

a few employees will access such data may also only use the blocked data for the above 
purposes. In case of marketing we will process your data for the time of our marketing 
activities, or until you object to further processing of data for marketing purposes, or to 
withdraw consent. 

4. All credit card payments made by you on our Website are processed by the Ecommpay Limited 
and its group of companies. This entity acts as a separate data controller. You can find more 
information on processing personal data by the Ecommpay group of companies (types of data, 
being collected, legal grounds, transfer and etc.)  in the Ecommpay Privacy Statement. 

 
§ 4 

Personal data protection 
1. Wildberries respect your right to privacy.  We have designed and implemented appropriate 

organizational and technical measures in order to protect your personal data against 
unauthorised access, unauthorised use or unnecessary processing. 

2. In all territories of presence, we monitor and strictly comply with all applicable data protection 
regulations.  

 
§ 5 

Your rights with regards to personal data 
1. We process your personal data, and therefore: 

a. you have the right to access your personal data and receive a copy of it,  
b. you have the right to rectify your data, 
c. you have the right to demand the erasure of your personal data where enabled by  GDPR, 
d. you have the right to restrict the processing of your data, to the extent specified in GDPR. 

2. After you provide us with your personal data, you may exercise your right to object. You have 
the right to object in two situations, where we process your personal data: 
a. for the purposes of direct marketing – no justification is needed for such an objection; 
b. based on our other legitimate interest; objection in this case requires justification based 

on your particular situation. You need to inform us why we should not process your 
personal data. 

3. If we process your personal data based on your consent or contractual necessity you can also 
ask for the personal data that you provided to us to be delivered to you, or another 
organization you indicate, in a structured and machine-readable format. 

4. If we process your data based on your consent, you can withdraw it at any time. Your 
withdrawal of consent will not affect the lawfulness of processing based on consent prior to 
the withdrawal. 

5. If you believe that we are processing your personal data contrary to regulations, you may 
submit a complaint to a supervisory authority. Here is a list of the supervisory authorities of 
EU member states.  

6. If you want to exercise your rights or learn more about them please contact us. Our contact 
data can be found in § 1 subsection 4 of the Policy. 

 
Part II – Special Provisions 

 
§ 6 

Online marketing and advertisements  
If you are using our Website, please take note of the following issues: 

1. Why do we need your personal data, why do we process it? 



 

 

For marketing purposes including matching content of the Website and advertisements 
disclosed on our and other websites in the Internet to your previous activities, so we can 
present you with content and advertisements (also on the other websites) that may interest 
you or encourage you to continue uncompleted shopping.  

 
2. What are your rights? 

You can find them in § 5 of the Policy.  
 

3. Are you required to provide us with your personal data? 
Providing your data is voluntary. In case of withdrawing we will continue to display 
advertisements to you, but they will not be tailored to your interests and preferences. You may 
find them uninteresting or irritating. 
 

4. What is the legal basis for our processing of your personal data?  
a. Article 6(1)(f) of GDPR, namely our legitimate interests.  
b. Article 6(1)(a) of GDPR, namely your consent. Remember that you can always withdraw 

your consent. If you want to do so, contact us. 
 

5. What is our legitimate interest? 
Marketing of our products and offers and provide you with non-targeted ads. 
 

6. Who may  we provide your personal data to?  
a. Suppliers of chatting tools on our Website. 
b. Entities providing us with hosting services in respect of the Website or personal data.  
c. Entities dealing with the administrative support of the Website. 
d. Social media providers. 
e. Suppliers of marketing tools and services. 
f. Outsourcing communications platforms.    

 
7. How long will we process your personal data?  

We will process your data for the time of our marketing activities, or until you object to further 
processing of data for marketing purposes, or to withdraw consent to tailored ads. Your 
withdrawal of consent will not affect the lawfulness of processing based on consent prior to the 
withdrawal.  
 

8. Will your personal data be transferred outside the European Economic Area? 
In general, we process your personal data inside the EEA area. But we can also store or transfer 
it to other locations throughout our supplies or companies that provide relevant services to us. 
There are locations that are not providing the same level of personal data protection as in the 
EEA. If we transfer your personal data to such locations we will ensure that all requirements 
under GDPR are met for such transfer. We will conclude standard data protection clauses 
adopted by the Commission (available here) with entities to which the data is transferred, or we 
will transfer personal data to entities that are certified in the Privacy Shield Framework.  
We process your personal data only inside the EEA area. We do not transfer your personal data 
outside these locations.  

 
§ 7 



 

 

Providing you with information on our products, services and promotions by email or SMS/MMS 
If you are using these functions of our Website, please take note of the following issues: 

1. Why do we need your personal data, why do we process it? 
To send marketing information to you by SMS/MMS or email, to analyse whether you read our 
newsletters and which content you read most willingly. We can also use this data to adjust the 
content of the newsletter to your interests. 
 

2. What are your rights? 
You can find them in § 5 of the Policy. 

 
3. Are you required to provide us with your personal data? 

Providing your data is voluntary. However, if you do not provide them, you will not be able to 
receive commercial information from us. 
 

4. What is the legal basis for our processing of your personal data?  
a. Article 6(1)(f) of GDPR, namely our legitimate interests, if you are our existing customer 

and the information we are sending via email or SMS/MMS relates to similar products 
or services in which you had expressed interest.  

a. Article 6(1)(a) of GDPR, namely your consent. Remember that you can always withdraw your 
consent. If you want to do so, contact us. 

 
5. What is our legitimate interest? 

Improving our newsletter by analysing whether you are familiar with its content and which 
messages you are most interested in and matching the content of our newsletter to your 
interests. 
 

6. Who will we provide with your personal data?  
a. Suppliers of tools for sending newsletters. 
b. Entities hosting the Website and personal data for us. 
c. Call centre service providers.  
d. Suppliers of marketing tools and services. 

 
7. How long will we process your personal data?  

We will process your data for the time of our marketing activities, or until you object to further 
processing of data for marketing purposes, or to withdraw consent to send messages to your 
email address. Your withdrawal of consent will not affect the lawfulness of processing based on 
consent prior to the withdrawal.  
 

8. Will your personal data be transferred outside the European Economic Area? 
In general, we process your personal data inside the EEA area. But we can also store or transfer it to 

other locations throughout our supplies or companies that provide relevant services to us. 
There are locations that are not providing the same level of personal data protection as in the 
EEA. If we transfer your personal data to such locations we will ensure that all requirements 
under GDPR are met for such transfer. We will conclude standard data protection clauses 
adopted by the Commission (available here) with entities to which the data is transferred, or 
we will transfer personal data to entities that are certified in the Privacy Shield Framework.  

 
§ 8 



 

 

Contests   
If you are participating in a contest that we organise, please take note of the following issues: 

1. Why do we need your personal data, why do we process it? 
a. To conduct the contest, select the winner; deliver the prizes and address possible 

complaints. 
b. In the event of winning the competition and receiving a prize for the purpose of fulfilling 

obligations arising from tax and accounting regulations. 
 

2. What are your rights? 
You can find them in § 5 of the Policy. 
 

3. Are you required to provide us with your personal data? 
Providing your personal data is voluntary. However, if you do not provide your contact data, we 
may not be able to offer you an optimal cooperation offer. 

 
4. What is the legal basis for our processing of your personal data?  

a. Article 6(1)(f) of GDPR, namely our legitimate interest. 
b. Article 6(1)(c) of GDPR, namely the necessity to comply with a legal obligation to which 

we are the subject. 
 

5. What is our legitimate interest? 
To conduct the contest, select the winner, deliver the prizes and address possible complaints. 

 
6. Who will we provide your personal data to?  

a. Entities providing us with hosting services in respect of the Website or personal data.  
b. Suppliers of marketing tools. 
c. Outsourcing communications platforms.    
d. Advertising agencies. 
e. Outsourcing Legal and Accounting companies. 
f. The Tax Office. 
g. Banks and payment processing companies.  

 
7. How long will we process your personal data?  

We will process your personal data: 
a. for the duration of the contest and time needed for delivery of the prizes and  addressing 

possible complaints 
b. as regard the fulfilment of tax and accounting obligations - for the period required by 

these regulations 
 

8. Will your personal data be transferred outside the European Economic Area? 
In general, we process your personal data inside the EEA area. But we can also store or transfer it to 

other locations throughout our supplies or companies that provide relevant services to us. 
There are locations that are not providing the same level of personal data protection as in the 
EEA. If we transfer your personal data to such locations we will ensure that all requirements 
under GDPR are met for such transfer. We will conclude standard data protection clauses 
adopted by the Commission (available here) with entities to which the data is transferred, or 
we will transfer personal data to entities that are certified in the Privacy Shield Framework.  

 



 

 

§ 9 
Our Social Media Profiles 

If you choose to contact us via any Social Media providers, please take note of the following issues: 
1. You are responsible for your use of these platforms and their included features (e.g. 

commenting, sharing, rating). 
2. Why do we need your data, why do we process it? 

a. to reply private messages that you send us, 
b. to discuss with you while commenting posts, 
c. to share our posts with you as a person watching our profile, 
d. to inform you about our services and about ourselves through posts that we publish on 

our profile, including sponsored posts, which are displayed to a wider group of Social 
media users, 

e. for statistical and analytical purposes, owing to presentation to us by social media 
providers, such as Facebook Ireland Ltd. data on the visibility of our posts, their ranges, 
number of interactions, demographic data of our followers; the data presented to us by 
the entities running Social Media are statistical data, however, they are created on the 
basis of this company's observation of your behaviour on our profile. While processing 
your personal data for this purpose we act as joint-controllers together with Facebook 
Ireland Ltd. We have entered into arrangement with Facebook Ireland Ltd that that 
determine our responsibilities for compliance with the obligations under GDPR. Under 
this arrangement Facebook Ireland agreed to take primary responsibility under the 
GDPR for the processing of Insights Data and to comply with all applicable obligations 
under GDPR with respect to the processing of Insights Data (including, but not limited 
to, Articles 12 and 13 GDPR, Articles 15 to 22 GDPR, and Articles 32 to 34 GDPR). 
Facebook Ireland Ltd also undertakes to make the essence of our arrangement available 
to data subjects. Our responsibility is to ensure that we a legal basis for the processing 
of Insights Data under GDPR, identify the data controller for our Facebook page, comply 
with any other applicable legal obligations and forward all relevant information to 
Facebook Ireland if we are contacted by data subjects or a supervisory authority under 
the GDPR with regard to the processing of Insights Data and the obligations assumed by 
Facebook Ireland Ltd. 

 
3. What are your rights? 

You can find them in § 5 the Policy. 
 

4. Are you required to provide us with your personal data? 
This is voluntary. However, due to the rules used by Social Media, we will see your name, 
surname (or nickname) and photo if you write to us or comment on our post. 
 

5. What is the legal basis for our processing of your personal data?  
Article 6(1f) of GDPR, namely our legitimate interests.  

 
6. What is our legitimate interest? 

Replying to your messages and comments, providing you with posts, informing about our 
services and ourselves using them, analysing statistical data related to our profile. 
 

7. Who will we provide with your personal data?  
a. Users of the Internet observing our posts (as your name or nickname will be visible), 



 

 

b. Entities that run our social media profiles for us, 
c. Advertising agencies. 

 
8. How long will we process your personal data?  

We will process your data:  
a. for the time needed to resolve your case. Depending on its type, also for the time 

needed to show that we have resolved it, i.e. for the period of limitation of claims; 
b. for the time you follow our profile. Remember that you can always delete your 

comments under our posts, stop following us or opt out from your Social Media account. 
 

9. Will your personal data be transferred outside the European Economic Area? 
In general, we will process such personal data inside the EEA area. However the Social media 
companies may be processing your data outside the European Union. Please contact them for 
further information. 

 
§ 11 

Information on cookies 
We use cookies on our websites. For more information on cookies, please see our Cookie Policy  
Cookie Policy 

 
 

 


